Reliable flooding in wireless sensor networks (WSNs) is desirable for a broad range of applications and network operations. However, it is a challenging problem to ensure 100% flooding coverage efficiently considering the combined effects of low-duty-cycle operation and unreliable wireless transmission. In this work, we propose a novel dynamic switching-based reliable flooding (DSRF) framework, which is designed as an enhancement layer to provide efficient and reliable flooding over a variety of existing flooding tree structures in low-duty-cycle WSNs. Through comprehensive simulations, we demonstrate that DSRF can effectively improve both flooding energy efficiency and latency.
Introduction
In this work, we investigate the reliable flooding in lowduty-cycle (e.g., 1% or less) WSNs with unreliable wireless links. Flooding in asynchronous duty-cycled WSNs is very costly, since the flooding is actually achieved through a number of unicasts due to asynchronous wakeup schedules of sensor nodes. In order to reduce the energy consumption, a better solution is to flood packets over a schedule-based spanning tree, where sibling nodes with a common parent wake up simultaneously to receive the broadcast data [1] .
However, new challenges are raised by the schedulebased flooding tree design. Since the wireless connectivity is extremely unreliable for low-power embedded devices, it is possible that a broadcast packet is only received by partial intended receivers. Inevitably, a sender needs multiple retransmissions to reach all its child nodes. In a low-duty-cycle WSN, it is also difficult for a sender to know the reception results of its receivers by overhearing their subsequent transmissions since a node only turns on its radio for a very short period. The ARQ-based mechanism is thus needed to guarantee the flooding reliability. Besides, the low-duty-cycle operation implies the interval between consecutive retransmissions would be very large since a receiver must wait for a long time until the sender wakes up again.
To overcome the above challenges, in this work, we propose a novel dynamic switching-based reliable flooding (D-SRF) framework, addressing the problem of 100% reliable flooding in low-duty-cycle WSNs with unreliable communication links. DSRF is designed to enhance the flooding efficiency over a scheduled flooding tree, e.g., the hopcountbased flooding tree, ETX-based flooding tree, or the energy optimal flooding tree. The key idea is to dynamically adjust the flooding tree structure based on successful packet reception results on a per packet basis. When a transmission failure occurs, the receiver utilizes forwarder's spatial-temporal diversity and makes a switching decision so that it can receive data from free links provided by sibling nodes earlier. Fig. 1(a) shows an example of a schedule-based flooding tree, the weights of the directed edges are the corresponding PRRs (packet reception ratio). Node S has two child nodes A and B. S, A and B's sending slots are t 0 , t 1 and t 2 , respectively. When a data packet is broadcasted from node S at time t 0 , assume that B fails to receive the data, but A receives correctly. In this case, B has to wait for one working schedule until S wakes up again. In DSRF, instead of waiting for a long time, B can dynamically switch to A if it knows that A has already received the packet and the switching can bring benefits. If so, B will keep awake at A's sending slot to receive the lost packet. The corresponding adjusted tree structure is shown in Fig. 1(b) . As shown in this example, dynamic switching not only helps B receive a lost packet earlier, probably getting it before t 2 , but also helps a parent node avoid redundant retransmissions thus it can transmit the remaining packets earlier. The DSRF architecture is shown in Fig. 2 . It consists of three major modules: wakeup schedule ranking, task delegation, and dynamic switching decision. Given a flooding tree structure and available sending slots to be assigned to a set of child nodes, the wakeup schedule ranking module ranks the wakeup schedule sequence in order to maximize the switching opportunity. When a transmission failure occurs at a receiver, it makes dynamic switching decision based on a cost analysis approach, choosing a sibling node as its delegate parent node (called helper node) to receive the lost data packet. When a helper node receives the switching decision announcement, it adds the newly joined node as a receiver in its task delegation list, then notifies the packets reception maintenance module in upper layer to take charge of the delivery. Once the lost packet is delivered to that receiver, the delegated task is removed from the task delegation list. Finally, the receiver will get back to the normal duty-cycle schedule.
DSRF Switching Example

Switching Decision Making
Since the energy cost required to listen or receive is about the same as the power consumption to transmit, we use the number of active time slots as a metric to evaluate the energy cost. Let τ denote the duration of one time slot. For node v i with a reception failure from the parent node v f , we derive a lower bound of expected retransmission energy cost.
where p i is the PRR between the parent node and v i . n is the number of child nodes who have not received the packet from v f based on v i 's incomplete estimation. Since v i can only overhear ACKs from part of its sibling nodes, thus, Eq. 1 is the lower bound of the expected energy cost if v f retransmits to v i in the following working schedules. The ARQ-based retransmission mechanism requires each node that successfully receives a data packet returns an ACK to the sender. Suppose v i overhears an ACK from v j . The following information is contained in an ACK message: its sending slot, the number of available ACK slots, and the link quality of the first child node in a predefined sequence for its child nodes to return ACKs, denoted as p j1 . Suppose v i makes a switching decision to v j to receive the lost packet, we derive an upper bound of the transmission cost with switching decision.
where p i j denotes the PRR between v i and v j , Switching is expected to save energy, thus we have the switching decision criteria as Ineq. 3. For node v i , if there are multiple nodes it can switch to, v i will choose the one which can maximize the energy saving.
Evaluation
We implement DSRF as an extension layer for reliable flooding in the ns-2 simulator, and compare the performance with the basic ARQ-based reliable flooding over the ETXbased flooding tree and the energy optimal flooding tree [1] structures. We generate 100 random topologies for each node density setting, ranging from 100 to 300, where the node density is defined as the number of nodes deployed in a 200m × 200m field. All the tree structures are built based on the random topologies in a distributed manner. The node radio range is set 40m. We use the Nakagami fading model to derive the PRR which is dependent with the distance between two nodes. In all simulations, the sink node floods 10 data packets. We set the node working schedule length equals 200τ, where one active time unit τ is 50ms. The data packet length is set 100bytes. All the results have been averaged over the number of different random topologies, and the standard deviations are provided as error bars. Fig. 5 shows the performance comparison on the average delivery delay per-node, and the total number of transmissions for sending 10 flooding packet to the entire network. Although the average out-degree of the non-leaf nodes is quite low (between 2 and 2.5) for the distributedly generated trees, DSRF effectively reduces the flooding delay and energy cost under two different tree structures.
Conclusions
In this work, a dynamic switching-based reliable flooding (DSRF) framework is presented for schedule-based 100% reliable flooding in low-duty-cycle WSNs. Unlike previous works sharing a similar cooperative forwarding idea, which mainly avoid transmissions over poor links by switching to better links, DSRF explores both poor links and good links. This makes DSRF distinctive from existing works, and compatible with most common flooding tree structures.
